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ARIS User’s Responsibilities

Each person making use of ARIS’s computing resources assumes certain responsibilities:

1. The user has read, understood and abides the HPC - Acceptable Use Policy (AUP) -
Annex .

2. The work carried out on GRNET’s HPC computing resources (including all personal
computers, workstations, servers and devices provided and/or managed by GRNET)
must have prior authorization from GRNET. Programs and data of a personal nature are
inappropriate. Users should be prepared to justify that all programs and data are related
to authorized projects.

3. The user must not perform any hardware manipulation of GRNET’'s HPC computing
resources (including but not limited to modification, upgrade, replacement or addition of
hardware components), under any circumstance.

4. When the work carried out using GRNET's HPC resources leads to publications,
acknowledge of GRNET support is requested, and a copy of each should be sent to
GRNET. In addition to those possible publications, the user will also have to provide any
material with dissemination purposes as requested by GRNET. Users must quote and
acknowledge the use of GRNET resources in all publications related to their production
and development projects as follows:

“This work was supported by computational time granted from the National
Infrastructures for Research and Technology S.A. (GRNET) in the National HPC facility
- ARIS - under project ID ###”

5. A scientific and technical report is expected by GRNET at most two months after the end
of the project, in the case of Production projects or after a month for Preparatory or
Development projects. The template for such a report will be provided by GRNET in due
time.

6. Access to GRNET’s HPC facilities is granted on an individual basis. An account is usable
by the applicant only and only for the explicit purposes stated in the project application
that has been accepted. GRNET does not allow sharing of accounts. The applicant is not
permitted to give any other person (project member or otherwise), organization or
representative of any organization access to GRNET facilities explicitly or implicitly,
through negligence or carelessness. Revealing of passwords or identification protocols
through verbal, written or electronic means is strictly prohibited. Any such activity is
considered a breach of GRNET security, and a breach of the contract between the
applicant and GRNET that is established at the moment the Account Application Form is
submitted and approved.

Should such activity occur, the applicant will be immediately barred from all present use
of GRNET HPC facilities and is fully liable for all consequences arising from the
infraction.

7. The user is responsible for the security of his/her programs and data and shall take the
necessary security precautions to protect them. In particular, passwords and other
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credentials used to access GRNET accounts must be protected and must never be
shared, under any circumstance.

8. The user suspecting a security compromise of his/her systems, passwords, credentials
or data must report it immediately to GRNET. The concerned user shall be liable for any
damage to GRNET or any damage resulting from the infringement of the AUP.

9. Any indication of usage or requests for runs which give rise to serious suspicion will be
further investigated by GRNET and escalated to the appropriate authorities if necessary.

10. Access to and use of data of other accounts on GRNET’s systems without prior written
consent from the principal investigator to which project the user account pertains is
strictly prohibited. The terms and conditions for use of data from other accounts must be
directly agreed to by the data owner.

11. Performance information of user programs and jobs will be gathered by default by
GRNET in all the executions.

12. The principal investigator should promptly and proactively notify GRNET as soon as the
applicants (i.e. the future account owner) should be suspended.

13. The applicant confirms that all information provided on his/her Account Application Form
is true and accurate, and that she/he has not knowingly misrepresented him/herself.

| have read the preceding and understand my responsibilities as a GRNET user.

e Project Acronym:

e Name:

e E-mail:

e Nationality:

e Phone:

e Institution:

e Date:

Signature of the user:

Please, read, fill in, sign and return this form by post or scanned in an e-mail or digitally signed
by e-mail or deliver it as soon as possible to the GRNET’s HPC administration:

GRNET, National Infrastructures for Research and Technology S.A. , Address: 7, Kifisias Av.,
11523, Athens

Telephone: + 30 210 - 7474274 E-mail: hpc-access@lists.grnet.gr
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ANNEX |

HPC Service - Acceptable Usage Policy
1. Introduction

The HPC services (hereinafter referred to as “services”) are provided by the National Infrastructures for
Research and Technology S.A. / GRNET S.A. to the academic and research community, in order to
promote academic, educational and research aims.

2. Users

The services are addressed to the Greek and Worldwide Academic and Research community (students,
professors, researchers etc). Industrial communities may make use of the infrastructure for research
purposes.

3. Disallowed use

The services are available to beneficiaries in order to cover their wider educational, research and
academic needs. The accounts created by beneficiaries of the services are personal. Distribution of
accounts to third parties is prohibited. The direct or indirect use of the services in order to promote any
kind of commercial aim is expressly prohibited unless prior written agreement with GRNET S.A. has been
established. Prohibited is also any use which violates by any means the laws and provisions in force.

It is prohibited to use the services in order to send messages and download, publish or distribute content:

Which is inappropriate, defamatory, illegal, or obscene.
Which infringes the patent, trademark, copyright, trade secrets or other proprietary rights of any
party.
e Which forwards pyramid schemes, chain letters or disturbing unsolicited messages or
advertisements.
e Which promotes and / or provides educational information with regard to illegal activities and / or
promotes natural violence and / or damage against groups or persons.
The malicious use of the services for any kind of electronic attacks aiming to obstruct the use of the
services itself or the use of third services, to take advantage of vulnerabilities, to have illegal access to the
systems of third parties and to hack personal data is prohibited. More specifically but not exclusively: e It
is prohibited to act in any manner which aims to inhibit and / or interrupt the function of the services and/or
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the servers and/or the networks which are connected to the services as well as to ignore the claims, the
procedures, the policies or the regulation of the networks connected to the services.

e It is prohibited to obstruct and/or inhibit any other user from appropriate use of the services.

e It is prohibited to create user accounts through automated media or using false pretexts.

e |t is prohibited to share software which contains viruses, Trojan horses or corrupted software
which aims to take advantage of vulnerabilities with the aim to attack electronically and to have
illegal access to systems of third parties.

e |t is prohibited to use robot or spider applications or applications for search / recovery of a
website or of other machines for the recovery or the creation of an index / directory of a part of
the services or for the collection of information concerning users for any kind of disallowed

purpose.

e Port Scanning, Network Scanning, Denial of Service and Distributed Denial of Service attacks are
prohibited.

e |t is prohibited to use the services for the creation of web pages in order to hack personal data or
passwords.

e |tis prohibited to maintain an open relay (mail or proxy) server.
It is prohibited to maintain a TOR EXIT NODE.
It is prohibited to operate/maintain any game server, unless special permission has been given by
the management team of the services for research/educational purposes.

e |t is prohibited to use, promote, assist or inform third parties with regard to the use of the services
in any illegal manner or in a manner that infringes the terms of use.

e It is prohibited to defame, insult, harass, persecute, threaten or in any other way to violate the
legal rights (such as the right of privacy and the right of publicity) of third parties.

e It is prohibited to delete any kind of indications of copyright, trademark or other intellectual
property rights which are included in the services.

4. Copyright

All of the above is applied and in force solely for the legal content and only on condition that the use and
publication of the content does not violate the law. The use and distribution of the content which violates
the copyright of third parties violates also the present terms of use.

GRNET SA is not in any way responsible nor can control the existence of such rights. Consequently,
GRNET SA considers that every user is a holder / owner of the aforesaid rights and guarantees — by
accepting the present terms — that he/she has the necessary rights so that the use and publication of the
content does not infringe the law and the relevant provisions.

5. Interruption or cancellation

In case of infringement of the terms of use of the services GRNET SA can revise, reexamine and / or
cease providing its services to the infringing user and/ or withdraw the content which has been saved by
him/her without any prior notice.
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6. Privacy

In order for GRNET SA to provide its services without any impediments, GRNET SA can collect general
statistical and performance data regarding the flow and optimization / development of the network and
computer resources of the infrastructure. GRNET SA will not collect any input or output data related to the
scientific part of the user simulations which are running in the system. The information which will
eventually be collected through the services by GRNET SA will be used according to the institutional
framework in force in Greece and in the European Union.

This data can be used in order to monitor the function and usage of the services, to improve the quality of
its function, for research and publicity purposes, and can be published or distributed to third parties.
GRNET SA can disclose information regarding the use of the system when it is demanded by the law and
the competent services.

7. Software

If GRNET SA provides certain software to the user in order to use the services, the services will be used
according to the license and terms of use which the user will be asked to accept in order to use the
software. If he/she is not asked to accept some license of use or terms of use, GRNET SA provides the
license to use the specific software only for the approved use of the services. GRNET SA may monitor
automatically the version of the software which will be offered. This software may be upgraded, improved,
and developed. In case of upgraded versions the user will be asked to accept the license and terms of
use of the upgraded version.

The user and only he/she bears responsibility to guard the license of use and to abide with the terms of
the license of use of the software which he/she installs and performs in the virtual machines.

8. Disclaim of the responsibility

GRNET SA does not bear any responsibility for the content of data that are obtained as a result of the
usage of the services. The decision on the lawfulness of the content — data and / or the decision for the
publishing and distribution of specific content and data belongs exclusively to the user.

GRNET SA takes all necessary measures in order to prevent any abuse, arbitrariness, damage, content
and data loss; however, GRNET SA does not warrant that such a possibility does not exist in any case
and does not bear any responsibility in such an event. The users of the service must guard their own
backups to deal with such incidents.

GRNET SA takes all necessary measures in order to achieve the greatest availability of the services;
however, GRNET SA does not provide any availability warranty in any case such that it can be held
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accountable and/or responsible for direct or indirect damages which are due to loss of the service for any
time period.

GRNET SA can not be held accountable and/or responsible in any case whatsoever for the data and
content loss distributed through the services as well as for any relevant damage. Moreover, GRNET SA
does not guarantee nor bears any responsibility for the accuracy of the data and of the content available
through its services.

Opinions expressed or texts published through the services do not represent in any case whatsoever
official opinions of GRNET SA, which can not be held responsible for its content.

According to the law concerning personal data protection GRNET SA does not control or monitor in any
way the content of the published information and of the distributed data. GRNET SA disclaims any kind of
responsibility for eventual distribution on its network, products, services or through which the ownership or
distribution constitutes copyright infringement or other offence.

GRNET SA will make every possible effort towards the uninterrupted and reliable operation of the
services. Notwithstanding, GRNET SA can cease providing the service and / or modify certain
configurations of the services at any time without prior notification. The interruption of provision of the
services automatically means the interruption of its use by its users without any right of indemnification.

9. Application of the terms

The present terms of use supersede any verbal or written prior arrangement or other contract, convention,
agreement related to the service. Every user has the right to withdraw his / her consent to the terms of
use, but if he/she does so, then GRNET SA will cease supplying the services.

The above terms of use are governed by Greek law and any dispute whatsoever regarding these terms of
use will be resolved by the courts of law in Athens.
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